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Guide to Creating Digital Signatures

Introduction

This guide is provided to assist in creating a Digital Signature, which is the secure
way of signing documents online. Unlike inserting a picture into a Microsoft Word
document or converting a document to pdf a digital signature cannot be copied and
re-used.

Signature certificates can also be used in other software if available.

The Digital Signature is Password Protected and therefore cannot be accessed by
anyone else using your computer. The signature is only added to the computer that
you use regularly but can be added to others if required. More than one signature
can also be assigned to one computer if required.

The Digital Signature certifies the Time & Date and if required Location and Reason
for the person signing the document and will show a “Question Mark” (?) if the
document has been modified since the time you have signed the document.
Additional Identity features can also be added such as Photos or Company Logos.
Digital Signatures benefit the environment as documents do not have to print and

enhances efficiency in processing.

If you experience any difficulties Get in Touch.
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http://www.gre.ac.uk/offices/procurement
https://enterprise.gre.ac.uk/procurement/get-in-touch

SCANNING YOUR SIGNATURE

1.0 Sign your usual signature on a blank piece of paper, scan and crop to size.

1.1 To add Logos or Photos paste into Microsoft Word and edit as required.

1.2 Save in pdf with security (File > Properties = Security) to avoid others using it or
delete after creation in Adobe

2.0CREATING A DIGITAL ID
2.00pen your Version of Adobe Reader/Writer

2.0.1 For Adobe Professional go to “Advanced” and then click on “Security
Settings”
2.0.2 For Adobe Reader go to “Document” and then click on “Security Settings”
2.1 Select “Digital IDs” and then click “Add ID” Select the “Create a self-signed digital
ID for use with Acrobat”.
2.2Click “Next”.

Digital IDs T A / Usage Optionis = @Cemviceﬂe Details (59 Export ¥ Refresn  [[f] Removeis
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Add or create a digital ID o sign and encrypt documents. The certificate that comes with your
digital ID is senk to others so that they can verify your signature,

1 () Browse For an existing digital ID file

() Configure a roaming 1D for use on this computer

(¥) Create a self-signed digital ID for use with Acrobat

() Look for newly inserted hardware tokens

Cancel < Back Mlext >

2.3 Select “New PKCS#12 digital ID file”
2.4Select “Next”.

X

Add Digital ID

‘where would you like to store vour self-signed digital ID?

(%) New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKCS#12 format. This
common digital ID file Format is supported by most security software applications, including
major web browsers, PKCS#12 files have a .pfx or .p12 File extension.

() Windows Certificate Store

four digital ID will be stored in the Windows Certificate Store where it will also be available to
other Windows applications, The digital ID will be protected by your Windows login,

< Back ][ Mext =
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2.5 Follow the on screen instructions. Then click “Finish”.

Add Digital ID X

Enter a File location and passward For vour new digital ID file. You will need the passward when you
use the digital ID ko sign or decrypr documents, ¥ou should make a nake of the file lacation sa that

wou can copy this file for backup or other purposes, You can laker change options For this file using

the Security Settings dialog,

File Mame:

|anc| SettingstdizalApplication DatalAdabelAcrobat) 3. 0 SecuribviMrAExample. pFx Browse, ..

Password:

|=|==|==k>k>k>k>k

Confirm Password:

|**=k>k>k>k>k|

< Back ] [ Firish

3.0CREATING YOUR SIGNATURE

3.1 Open Adobe and then select “Edit” > “Preferences” > “Security”’> “New”
3
Preferences

| Cakegaries: Digital Signatures
i 3D ~ Yerify signatures when the document is opened
Accessibilicy Yiew documents in preview document mode when signing
< Batch Processing
Catalog Appearance
Configure Signature Appearance Mew...
I iZonvert Fram PDF & e PP i
Convert To PDF -
f | Farms Title: |Example| Edit. ..
) Identity i )
! International PRI Duplicate
Ink k L :
\ J';f;;':ript Digitally signed by your common name here Delete
Measuring (207 DN: your distinguished name here
A | Measuring (30) Reason: your signing reason here
Meeting Location: your signing location here
Multimedia Date: 2008.07 .31 13:27:32 +01'00°
Multimedia Trust
9 Mew Documnent
! Online Services Configure Graphic
Reading . ;
Reviewing Show: (%) Mo graphic Import Graphic from:
Search () Imparted graphic =
Security O Mame
Spelling
TaouchUp
Trust Manager Configure Text
- | Units & Guides
\Weh Capture L Shawy: Mame Location Distinguished name Logo
w
= Date Reason Labels
n
Text Properkies

Text Direction: ®ravko OLefrtoright O Right to left

Digits: | 0123458789

[ OK l [ Cancel ]

specialist Company please email ap|
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3.2 Enter the “Title” for your signature

3.3 To insert the signature you created in section 1.0; go to “Configure Graphic” >
“Imported Graphic” then select “File”. Browse for your signature and then click
“OK” until all of the windows close.

Titles  |[Example

Preview Select Picture

Digitally sig

name here | FilE |,id,iExam\e Signature. jpg Browse. ..
DH: your di :]

Reason: yoi Sample
Location:
Date: 2008
ate
Configure Graphic te

Show: () No araphic Impart Graphic
(&) Imported graphic V
File...
) Name 1

Configure Texk

Show: Narne Lacation Distinguy
[FlDate [“]reason []Labels

1 ouk of 1 images
Text Properties

Text Direction:  (5) Auto ) Left to right
Digits: | 0123456789 +

4 SIGNING A DOCUMENT

41 To sign a document just click on the signature field if available, if not click on
the Pen symbol or go to “Advanced” - “Sign and Certify” and save the
document.

Tou are in sanature preview mode. This docamen: i ot FOT /5100 compliant and may dsplay inconsistertly, Flease check with the document author before sianing. 77 SonDocumert  View Repori W) EXE
13.1 We certify that the information supplied is accura] $gn.Document E‘ hnd that l/we accept the conditions
and ings in the i ire which are not intef

Digital ID: ‘ I & Example ukr v |O
13.2 I/We undertake to update and upload any Material o lannual accounts, management,
Insurance, change of address etc... via the In-tend Syste!
13.3 I/We have uploaded the following relevant copy dod Digital Identification led below:
Sign transaction, Encrypt documant
Certificate of Incorporation [ Details Guarantee Scheme Certificate [
W1 <A crreton k. Wb
- i trol F " .
Quality ontrol I B Tax Exemption Certificate|
Public Liability Insurance Certificate [ Empl Mr A Bxampla L Safety Policy/Statement/Code [
Professional Ind. ity I I Constry Prosecutions and Notices|[
Password:
Environmental Palicyl_ Race/Equ s Certificate/Method Stihementl_
134 Please indicate whether or not you give perm| appearsnce: EEITENIMIMNMININNNNN ©|@ |th there relevant
oy N © Yes(" No
organisations in the Education sector: Digitally signed by Mr AExample
DMN:cn=Mr AExample,
14.0 Authorisation «o=Organisation Ltd, ou=Department,
r A EWIP emalloaexamplearanisation. oLk,
; -y
e aH Signal can be used, you can create
Signature: Date: 2008.07.31 13:37:50 40100’ Ing a JPEG, BITMAP version of you
. Reason @
Print: ’
<none> v‘
Tel: |
Other Information @
. Location: |10 AC AH
Email: |
Contact Infa; [020 8331 6294
Note: If you are a specialist Company and are unable| [ Refresh IDs ] s ] [ Cancel se email approvedlist@gre.ac.uk
Dhgitally signed by M AExample . . .
i cn=Mr A Example, o=Crganisation Ltd, Note: An electronic or Digital Signal can be used, you can create
Signature: r ou-Diepartment, ok these in Adobe PDF using a JPEG, BITMAP version of you
' Location: 10 4C AH signatu re.
Diate: 20080731 13:40:14 40100
Print: |Mr. A Example Job Title: |Manager
Tel: |020 8854 0000 Fax: |020 8854 0001

Email: |a.example@organisation.co.uk Date: |

Note: If you are a specialist Company and are unable to find a Commedity which applies to you, please email approvedlist@gre.ac.uk
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